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Employee Data Privacy — Canada

What security obligations are imposed

on data controllers and data processors?

Security requirements may not always be
included in the data protection law, but are key to
guaranteeing lawful processing of personal data.
The entity processing the data must take all
useful precautions with respect to the nature of
the data and the risk presented by the processing,
to preserve the security of the data and, prevent

alteration, corruption or access by unauthorized

third parties.

Appropriate technical and organizational
measures should be implemented to ensure a

level of security appropriate to the risk. In

Canada, and particularly in Alberta, British
Columbia and Quebec, all organizations with
personal information in their custody and under
their control must make reasonable security
arrangements to protect personal information
and to prevent the unauthorized or improper
access, collection, use, copying, modification,

disclosure or disposal of the information.

Effective September 2023, additional parts of
Quebec’s “Act to Modernize Legislative Provisions
Respecting the Protection of Personal
Information” (Law 25) go into effect, including
that companies which use technology enabling a
person to be identified, located, or profiled, must
inform the individual of the use of this technology
and the means to deactivate it. In addition, when
introducing or changing IT systems, companies
are required to conduct a privacy impact
assessment to ensure that the individual can
easily exercise their right to mobility (i.e., having
the right to request that computerized personal
information be communicated in a commonly

used technological format).
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Under the Federal Personal Information ¢ physical measures (ex., locked filing cabinets
Protection and Electronic Documents Act and restricted access);

(PIPEDA), personal information must be protected e organizational measures (ex., security

by security safeguards appropriate to the clearance and limiting access to a “need-to-
sensitivity of the information. Measures should know” basis); and

rotect against loss or theft, as well as .
P & ! e technological measures (ex. passwords and

unauthorized access, disclosure, copying, use, or .
’ » COPYINE, USE, encryption).

modification. Methods to protect personal

information should include:
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