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Employee Data Privacy — China

What security obligations are imposed
on data controllers and data processors?

Security requirements may not always be
included in the data protection law, but are key to
guaranteeing lawful processing of personal data.
The entity processing the data must take all
useful precautions with respect to the nature of
the data and the risk presented by the processing,
to preserve the security of the data and, prevent
alteration, corruption or access by unauthorized
third parties. Appropriate technical and
organizational measures should be implemented
to ensure a level of security appropriate to the
risk.

China’s Personal
Information
Protection Law
provides that data
controllers (such as
employers) adopt
necessary measures
to ensure that personal information processing
complies with the provisions of Chinese laws and
regulations and prevents unauthorized access or
personal information leakage, tampering, and loss
of personal information, such as:

e formulating internal management systems
and operating procedures;

e implementing classified management of
personal information;
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e adopting appropriate technical security
measures, such as encryption and de-
identification;

e reasonably determining operational limits for
personal information processing and regularly
conducting employee security education and
training;

e formulating and organizing the
implementation of information security
incident response plans; and,

e other measures provided by Chinese laws and
regulations.

Under the Civil Code, information processors
must: implement technical and other necessary
measures to ensure the security of personal
information that is collected and stored; and,
prevent the information from being leaked,
tampered with, or lost. If personal information
has been or is likely to be leaked, tampered with,
or lost, the information processor must take
remedial measures in a timely manner, notify
natural persons who are impacted in accordance
with the regulations, and report the incident to
the relevant competent authorities.

HR Best Practices:

> Employers should take
necessary measures to ensure
the security of personal
information, prevent leakage or loss of personal
information and take remedial measures
immediately when leakage or loss of information
occurs.
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